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The exam starts here
Question 1 (5 pts) answer this questions were true or false :

Note:6~5:4 1- Program must be brought from disk into memory and placed within a process for it to be run. (ﬁ
Note: 12 ~5:23 2-Fault tolerance—- the distributed system should continue to function in the face of failure(/)

Note: 11~5:10 3-Live migration — move a running VM from one host to another No interruption of user access (\/)
Note:6~s:€  4-multilevel page table increases page table in memory (®)

Note: 12~ 5:23 5- Debugging create and introduce error and bug to the system ((X)

Question 2 (5 pts) MCQ - Answer this multiple-choice question.

note:12  1- Every host has a unique IP address and a??
slide:17 wlg=Jl Media Access Control (MAC) address

note:12 2~ he network used in public institutions such as libraries and schools ?
slide:10  wlg=>JI LAN local

note : 2 3- one of Advantages of Microkernel Structure is?

slide : 35 Easier to extend a microkernel WLe SJ ..oolaodl (ye dalizn deluall oS 1S g wolylsdl dwls
note : 12 4. Reasons for Distributed Systems ?

slide:50r8 Resource sharing WL Guw olyLsdl duwl Lasl

.. Distributed Systems I <lias H)sSs (sSas ol

note:11 5. Technique in which the guest operating system is modified to work in cooperation with the
slide:7 VMM to optimize performance

Paravirtualization wlg=Jl
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Apply the Dynamic Storage-Allocation method to allocate a suﬂéi?:l;ﬁéfe for th
r _ e followin
pmceﬁi_!:j of size 5 Kb, Determine the location of P1 using first-fit, Best-fif, and Worst-ﬂg.
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1- Explain the cache consistency problem in a distributed file system.

How can consistency be maintained between cached copies and the original (master) copy of a file?
note:12 ~slide: 28-29

e Cache-consistency problem — keeping the cached copies
consistent with the master file

» Could be called network virtual memory

® |s locally cached copy of the data consistent with the master
copy?

m Client-initiated approach
e Client initiates a validity check

e Server checks whether the local data are consistent with
the master copy

m Server-initiated approach

e Server records, for each client, the (parts of) files it
caches

e When server detects a potential inconsistency, it must
react

2- List the basic file operations in a file system. and Briefly describe each operation.
note:7 ~slide:8

-

» File Operations
B File is an abstract data type (ADT is a set of abjects together with a set of operations.)
m Create
m Write
® Read
B Reposition within file
® Delete
® Truncate (cut off)
®m  Open(F) — search the directory structure on disk for entry F,, and move

the content of entry to memory

m Close (F;) — move the content of entry F; in memory to directory
structure on disk
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3- List the methods used to implement the access matrix? note:9 ~slide:15-17
Option 1 — Global table
Option 2 — Access lists for objects

Option 3 — Capability list for domains

Option 4 — Lock-key

4- Explain process migration in distributed operating systems. What are the advantages of it?

note:12 ~slide:9

.-':-'h.L

-’ | Distributed-Operating Systems (Cont.)

® Process Migration — execute an entire process, or parts of it, at
different sites

e Load balancing — distribute processes across network to
even the workload

o Computation speedup — subprocesses can run concurrently
on different sites

e Hardware preference — process execution may require
specialized processor

e Software preference — required software may be available at
only a particular site

o Data access — run process remotely, rather than transfer all
data locally

B Consider the World Wide Web
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list 5 ways to improve performance input/output system

- note : 8
57 He improving Performance « »:
[ * P 9 e canfonsplasi 152 . a0 slide: 40
2-list security level
& Security Measure Levels
®  |mpossible to have absolute security, but make cost to perpetrator sufficiently high to deter most intruders
Security must occur at four levels to be effective: .
S note : 10
» Data centers, servers, connected terminals
slide : 8

Human

» Avoid social engineering, phishing, dumpster diving
Operating System

» Protection mechanisms, debugging
Network

» Intercepted communications, interruption, DOS

note : 10 ~ slide : 27
3- Signature-based and behavior detection ?
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