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في نظام التشغيل قد تكون العمليات (Processes) نوعين:
Independent Processes
Cooperating Processes
التركيز في هذا الفصل هو على Cooperating Processes.
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Cooperating Process هي عملية يمكن أن:
تؤثر على عمليات أخرى
أو تتأثر بها
أي أن العمليات ليست منفصلة تمامًا بل تتفاعل مع بعضها.
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مثال بسيط
برنامج يكتب في ملف
وبرنامج آخر يقرأ من نفس الملف.
هنا:
العملية الأولى تؤثر على الثانية
العملية الثانية تتأثر بالأولى
لأنهما يستخدمان نفس البيانات.
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والعمليات يمكن أن تتشارك البيانات بطريقتين:
Shared Memory (نفس الذاكرة)
Files أو Messages

Remas Yousef


o Background
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= Processes can execute concurrently (e o2 B oonasiona) s S ol
- May be interrupted at any time, partially completing execution

Examples)

B Maintaining data consistency requires mechanisms to ensure the orderly
execution of cooperating processes

® lllustration of the problem:

Suppose that we wanted to provide a solution to the consumer-producer
problem that fills a//the buffers. We can do so by having an integer counter
that keeps track of the number of full buffers. Initially, counter is setto O. It is
incremented by the producer after it produces a new buffer and is

decremented by the consumer after it consumes a buffer.
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المعالجات ممكن ان تتنفذ بشكل متزامن، وممكن ان تحدث مقاطعات في اي وقت، ولكن عندما يكون هنا تنفيذ متزامن لنفس البيانات، ممكن ان يحدث اخطاء، (inconsistency بيانات غير متناسقه) 


&f':»p—/ Producer

B The code for the producer process can be modified as follows:

while (true) {
/* produce an item in next produced */

while (counter == BUFFER SIZE) ;
/* do nothing */

buffer[in] = next produced;

in = (in + 1) % BUFFER SIZE;

counter++;
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The code for the consumer process can be modified as follows:

while (true) {
while (counter == 0)
; /* do nothing */
next consumed = buffer|out];
out = (out + 1) % BUFFER SIZE; counter--;
/* consume the item in next consumed */

/* counter is the critical Section

}
Note: Although the producer and consumer routines shown above and in

previous slide are correct separately, they may not function correctly when

executed concurrently.
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B counter++ could be implemented as

¢Process Synchronization ¢ Lias 13U

registerl = counter
registerl = registerl + 1
counter = registerl

B counter-- could be implemented as

register2 = counter
register2 = register2 -1
counter = register?

Saay a8 Slilyl ollaadl o, Ll Lenie

Race Condition

Ll Gl (o8 ULl Gudi Jsaad Yslad cplae o T
oLkl Jgemsll aulail Synchronization g Gas Liag

B Consider this execution interleaving with “counter = 5” initially: concurrent

execution of both producer and consumer.

S0: producer execute register1 = counter {register1 = 5}
S1: producer execute register1 = register1 + 1 {register1 = 6}
S2: consumer execute register2 = counter {register2 = 5}
S3: consumer execute register2 = register2 — 1 {register2 = 4}
S4: producer execute counter = register1 {counter =6 }
S5: consumer execute counter = register2 {counter = 4}
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لماذا نحتاج Process Synchronization؟
عندما تتشارك العمليات البيانات قد يحدث:
Race Condition
أي أن عمليتين تحاولان تعديل نفس البيانات في نفس الوقت.
وهنا نحتاج Synchronization لتنظيم الوصول للبيانات.


e O Critical Section Problem

m  We begin our consideration of process synchronization by discussing the so-called critical-

section problem. oo 35501 o 5 Lual Process JS o i
Critical Section

_ o = Llaall 4 a8 1 ol a

m  Consider a system consisting of n processes {F0, A1, ..., Pn—1}. Each process has a e o bstie
cbbn Jdydas cpdaa

segment of code, callediaicriticalisection, in which the process may be changing i 5Bl oo
A

. . - . Critical Secti Ly il moaliydl oo £3all 98 Shared Data.
common variables, updating a table, writing a file, and so on. el Secllon r bk @l el o2 ol on Shared Deta

.23l uds o4 Critical Section 3. ialeal Ky ¥
s a8 ells ‘_;Y AR1A

Race Condition
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أي أن كل Process لديها جزء من الكود يسمى:
Critical Section
وهو الجزء الذي تقوم فيه العملية بـ:
تغيير متغيرات مشتركة
تحديث جدول بيانات
الكتابة في ملف
تعديل بيانات مشتركة
بمعنى آخر:
Critical Section هو الجزء من البرنامج الذي يتعامل مع Shared Data.
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لا يمكن لعمليتين تنفيذ Critical Section في نفس الوقت.
لماذا؟ لأن ذلك قد يسبب:
Race Condition
أي أن البيانات تصبح غير صحيحة.


~3%’  CriticallSection Problem (cont)

m The critical-section problem is to design a protocol that the processes can use to

cooperate.
m Each process must requestpermission to enter its critical section.
® The section of code implementing this request is the ERERISECTION.

®m  The critical section may be followed by an EXIllSEEHIGN. The remaining code is the
remainder section.
® The general structure of a typical process £/ is shown in Figure 5.1. The entry section and

exit section are enclosed in boxes to highlight these important segments of code. See the

Text book., Chapter 5. page 203

Entry Section Jsauall 3¥1 Gk,

Critical Section &1l &bl ge Jalaill, Critical Section Problem
Exit Section Jsxall oyual ¢ lawals @ 95201 ) Hlodie Sual A o
Remainder Section @alall goliyll 4.8, Syiie oliby poaind olilec Sae
Ll 3 <4l a8l Luss o4 Critical Section daw

Fa golinll alali Jglad s s Jall

Aal K o Critical Section 3és ks Sualy dulee Guay Slhileall Joas aalat
=i3gll Luds 44 Critical Section ) lidee Jasi ¥ X e Fanls Glae Sumy olleall dsto
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Critical Section Problem 
هي مشكلة تحدث عندما:
عدة عمليات تستخدم بيانات مشتركة
وتنفذ Critical Section في نفس الوقت
والحل هو:
تنظيم دخول العمليات بحيث عملية واحدة فقط تنفذ Critical Section في كل لحظة.
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Entry Section طلب الإذن للدخول.
Critical Section التعامل مع البيانات المشتركة.
Exit Section الخروج والسماح لغيرك بالدخول.
Remainder Section بقية البرنامج العادي.
الفكرة الأساسية
نحن نحاول تنظيم البرنامج بحيث:
❌ لا تدخل عمليتان إلى Critical Section في نفس الوقت
✔ عملية واحدة فقط تعمل هناك.
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®  General structure of process p; is

do {

entry section

critical section 0sSs Process (1 s s
Entry Section

Critical Section

exit section Exit Section
Remainder Section

remainder section

} while (true);
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ترتيب تنفيذ أي Process يكون:
Entry Section
Critical Section
Exit Section
Remainder Section
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~» Solution to Critical-Section Problem

= NS

1. Mutual Exclusion - If process £;is executing in its critical section, then no other processes can be executing

critical sections after a process has made a request to enter its critical section and before that request is
.Kernel Jasd (nidy b

granted Preemptive Kernel
s
B Two approaches depending on if kernel is preemptive or non-preemptive o ata gt

-Race Conditions csacus o3 dasl &gy JAST allaMl Joay 132

 Precriue — allows preemption of process when running in kernel mode 3 Nonrampve oo
-Kernel Mode Ja /o dalasll (8393 ¥ allaal|

. edia yalicd dalasll
~ Non-preemptive — tuns until exits kernel mode, blocks, or voluntarily yields CPU g
(block) i

. o . gy @llal glans g

» Essentially free of race conditions in kernel mode g (UL o 154

.Kernel Mode »$ Race Condition Jslis J3i v

B Under non preemptive scheduling, once the CPU has been allocated to a process, the process
keeps the CPU until it releases the process either by terminating or by switching to the waiting
state. This scheduling method was used by Microsoft Windows.

Mutual Exclusion :
Critical Section o3 L33 sualg dalas

Progress :
Jodall dalac HLuGA| Caan 48518 ddbail | Cals 13)

Bounded Waiting :
WU IS dalasdl (i (6T cLglad J9aall (s ,AY T Gilalaadl (San il Sl st (ouadi aa LA (95 (5 e
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Mutual Exclusion :
عملية واحدة فقط في Critical Section

Progress :
إذا كانت المنطقة فارغة يجب اختيار عملية للدخول

Bounded Waiting :
يجب أن يكون هناك حد أقصى لعدد المرات التي يمكن للعمليات الأخرى الدخول قبلها، أي أن العملية لن تنتظر للأبد.
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طريقتين لعمل Kernel.
1️⃣ Preemptive Kernel
يسمح للنظام أن:
يوقف Process أثناء عملها داخل Kernel Mode
ويعطي المعالج لعملية أخرى.
هذا يجعل النظام أكثر مرونة لكنه قد يسبب Race Conditions.
2️⃣ Non-Preemptive Kernel
النظام لا يوقف العملية داخل Kernel Mode.
العملية تستمر حتى:
تنتهي
تنتظر (block)
أو تعطي المعالج بنفسها.
لهذا السبب غالبًا يكون:
✔ أقل مشاكل Race Condition في Kernel Mode.


B |tis a good algorithmic description of solving the problem, Peterson’s solution is restricted to two
processes.

m  Two process solution only, no guarantees that Peterson’s solution will work correctly in some
architectures.
m  Assume that the 1load and store instructions are atomic; that is, cannot be interrupted
Loy sl Jae 3K
: . I NGNS
B The two processes share two variables: 2 N
oPp Jsiall 5 L olas a0
e int GHED; flag[i] = true;
e Boolean EIEGNZD 6oAY Llaall ol oot ()
turn = j;

Lo Jsaall wisi g a Y Glaadl alS 13) | lais

" while(flag[j] && turn == j);
5 yils Jsaall (S Jsaall w5 o AY Llaall oS5 ol 1)
=
true implies that process P; is ready.
m  What is the disadvantage of Peterson’s solution to the critical section solution?
gl
sl g badd Jad

.store atomic s load (i Los,d ode aaiad
Bpaall Slallall Gany o maas JSidy Jasd ¥ 46
Busy Waiting e waias

) ellgiagy HUan) dala o8 (80 dlaall ] ST
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العيوب:
1️⃣ تعمل فقط مع عمليتين.
2️⃣ تعتمد على فرضية أن load و store atomic.
3️⃣ قد لا تعمل بشكل صحيح في بعض المعالجات الحديثة.
4️⃣ تعتمد على Busy Waiting
أي أن العملية تبقى في حلقة انتظار وتستهلك المعالج.
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فكرة عمل الخوارزمية
الخطوات باختصار:
1️⃣ العملية تعلن أنها تريد الدخول
flag[i] = true;
2️⃣ تعطي الدور للعملية الأخرى
turn = j;
3️⃣ تنتظر إذا كانت العملية الأخرى تريد الدخول أيضًا
while(flag[j] && turn == j);
إذا لم تكن العملية الأخرى تريد الدخول يمكنها الدخول مباشرة.
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~5 Peterson’s Solution

P0 I:)1
1=0,)=1 i=1,j=0
while (true) { while (true) {
flag[i] = true; flag[i] = true;
turn = j; turn = j;
while (flag[j] && while (flag[j] &&
turn == j) turn == j)
; // busy wait ; // busy wait
// critical section // critical section
/] // ..
flag[i] = false; flag[i] = false;
// remainder section // remainder section
/. // ..
} }
14
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Peterson’s Solution

while ( true ) {
flag[i] = true;
turn = j;
while ( flag[]j] && turn == j )
; // busy wait
// critical section
/..
exit section flag[i] = false;
// remainder section

/] ..

entry section

Provable that
1.Mutual exclusion is preserved
2.Progress requirement is satisfied

3.Bounded-waiting requirement is met

Operating System Concepts — 9th Edition 5.15 Silberschatz, Galvin and Gagne ©2013




~57 Synchronization Hardware

Critical Section A< Jal <udi 5u905lell o aca 5855 b Haa
Critical Section Llea! LoCK 5 S8 (ole aaiad Joladl aiaa

A
Z,

= Many systems provide hardware support for critical section code
: Uniprocessor
Lanill 15T Lkl aaa interrupts Jubas

m  All solutions below based on idea of l6€king scalable s MUIPrOCESSOr 1l alis 5

©  RIOWECHNGICHCANEGIONS Via locks

: Modern Hardware
(oldslis eu JoKIL 1455) Atomic olealss 860

= Uniprocessors — GolildidiSablelinterupts

: . . s olaalaill ¢ 1530
e Currently running code would execute without preemption 1- Test-and-Set
e Generally too (nEfficiEnIoNMuliprocESSONSySISmS alll udi 58 10CK Lasd iy poad
_ ] ] 2- Swap
» Operating systems using this @@ broadly GealaiBle (lablia st JolSIL 34T) ATOMIC Sy Cp5aiie and Jaad
. s bagll
- Modern machines provide special atomic hardware instructions Mutual Exclusion s
- Atomic = non-interruptible nace Gondition e
_ Euandl Ly g Jan

e Either test memory word and'set value
e Or swap contents of two memory words bl
Busy Waiting
5.3 (s CPU il
_ NN
e Kindly, See the text book Lock + Atomic Instructions le saisy Jall

ek U s efficient jae ST g g8
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بعض الأنظمة توفر دعم من الهاردوير نفسه لحل مشكلة Critical Section
جميع الحلول تعتمد على فكرة Lock لحماية Critical Section

 : Uniprocessor
الحل: تعطيل interrupts  يمنع المقاطعة أثناء التنفيذ
غير مناسب للـ multiprocessor وغير scalable

 : Modern Hardware
توفر تعليمات Atomic (تنفذ بالكامل بدون مقاطعات)

أنواع التعليمات :
 1- Test-and-Set
تفحص وتغير قيمة lock في نفس اللحظة
 2- Swap
تبديل قيم متغيرين بشكل atomic (تنفيذ بالكامل بدون مقاطعات)

الهدف :
تحقيق Mutual Exclusion
منع Race Condition
يعمل مع الأنظمة الحديثة

المشكلة :
Busy Waiting
استهلاك CPU بدون فائدة

الخلاصة :
الحل يعتمد على Lock + Atomic Instructions
قوي لكنه غير efficient بسبب الانتظار المستمر
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% - Solution to Critical-section Problem Using Locks

do {

acquire lock
acquire lock Jaall 38T Jglas Lulaal!
C . ] NEveviE N P WPy FY IR LR R
critical section Jall g8 ]
release lock critical section
] ] Syl o bLu Lot Leaad] ot 1ia%
remainder section (Sl il e Jaladll) o . > :&u
Lo )5S0 badd Sualy dalae
} while (TRUE) ;
release lock

Jsaalls (s AT elaa) o

remainder section
(shared data g Jolais ¥) oIl 3L

Lecalay | 5 <4l

o1 olewal LoCK alasil

Critical Section Jaus 1add saalg dlac
Mutual Exclusion 3ia.

Lagl] Uaayld
Busy Waiting &uas = Loop e aaias acquire IS 1)
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acquire lock
العملية تحاول أخذ القفل
إذا كان القفل مشغول → تنتظر

critical section
تنفيذ الجزء الحساس (التعامل مع البيانات المشتركة)
عملية واحدة فقط تكون هنا

release lock
تحرير القفل بعد الانتهاء
يسمح لعملية أخرى بالدخول

remainder section
باقي الكود (لا يتعامل مع shared data)

الفكرة الأساسية
استخدام Lock لضمان أن:
عملية واحدة فقط تدخل Critical Section
يحقق Mutual Exclusion

الملاحظة المهمة
إذا كان acquire يعتمد على Loop → يحدث Busy Waiting
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m  Solution:

do { : test_and_set
while (test_and_set(&lock)) (atomic) daalll udi od Layiats I0CK dass jand:

; /* do nothing Pl*/ LS — lock = true 1)

/* critical section */ Jadig 8 AT — lock = false 1]

p0, lock = false;
s ddaayd

Mutual Exclusion &
Busy Waiting <.

/* remainder section */

} while (true);

L B
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 : test_and_set
تفحص قيمة lock وتغيّرها في نفس اللحظة (atomic)
إذا lock = true → تنتظر
إذا lock = false → تأخذه وتدخل

الملاحظة :
يحقق Mutual Exclusion
فيه Busy Waiting

Remas Yousef

Remas Yousef


Y

£
)
/
/ 0o
A e ,’
* (7
Vo \
o §7
S I I

|6

m  Definition:

int compare and swap(int *value, int expected, int new value) {
int temp = *value;
if (*value == expected)
*value = new value;

return temp;
expected = Llladl aadll oy, 8y
new_value | Lauss = 4yludis 1)
atomic J<iwu Al

v -
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يقارن القيمة الحالية بـ expected
إذا متساوية → يغيرها إلى new_value
يتم بشكل atomic
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>~ Solution using compare_and_swap

m  Shared Boolean variable lock initialized to FALSE; Each process has a local Boolean variable key
m  Solution:

int compare and swap(int *value, int expected, int new value) ({

- = % . .

int temp value; Jas — 1 S_U 5 5 ?33’ — lock =0 |_3¢|

if (*value == expected) Ly = lock =1 13

*value = new value; lock = 0 L — ;LGLYI A.a:
return temp;

) S DA TG RO O IRV EN |

RYNIEYS

do { Atomic Instructions ;yLeaai

while (compare and swap(&lock, 0, 1) !'= 0) Mutual Exclusion - (i~

J -

’ /* dO nothing */ here 1lock =1 &JA.” Myl (_S\J: . )‘ oy

/* critical section */ ) ) .__‘_‘,,_II

lock = 0; Busy Waiting

/* remainder section */ 5150 90 CPU Wyl

} while (true); SNy

'
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إذا lock = 0 → يتم تغييره إلى 1 → تدخل
إذا lock = 1 → تنتظر
بعد الانتهاء → تعيد lock = 0

الخلاصة للسلايدات السابقة :
كلا الحلّين:
يستخدمان Atomic Instructions
يحققان Mutual Exclusion
يعملان في الأنظمة الحديثة
العيب:
Busy Waiting
استهلاك CPU بدون فائدة 
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&
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Zolall 5S4l

8a3a. (hardware instructions s Peterson Jis) dalell Jolall

Mutex Locks ol o 1l

Mutex Lock (Mutual Exclusion Lock)

Previous solutions are complicated and generally inaccessible to application }
programmers

OS designers build software tools to solve critical section problem
Simplest is mutex lock
Product critical regions with it by first acquire () a lock then release () it
» Boolean variable indicating if lock is available or not s gle s
—W e

Callsto acquire () and release () must be atomic
¢ Usually implemented via hardware atomic instructions

acquire() s release() os<s a3Y:

Atomic (dadslaall ALlE ,u2)

oLl laddal aluatioly 138 Glleg
But this solution requires(busy waiting \J

m This lock therefore called a Spinlock Ji .«
Mutex = 4ileal v Jss Critical Section

e aia,

acquire Jsaull J.s
release ¢ g all aa ; ‘*\
Mutual Exclusion éa - /‘%;\*:3
o A9%

Busy Waiting (Spinlock) sl

Operating System Concepts — 9t Edition 5.21 Silberschatz, Galvin and Gagne ©2013


Remas Yousef
الفكرة العامة
الحلول السابقة (مثل Peterson و hardware instructions) معقدة،
لذلك نظام التشغيل يوفر أدوات أسهل للمبرمجين.
أبسط أداة هي:
Mutex Lock (Mutual Exclusion Lock)
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Mutex = قفل بسيط لحماية Critical Section
يعتمد على:
acquire قبل الدخول
release بعد الخروج
يحقق Mutual Exclusion
العيب: Busy Waiting (Spinlock)
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نعتمد على متغير:
boolean available = true;
إذا true → القفل متاح
إذا false → القفل مشغول
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acquire() و release() لازم تكون:
Atomic (غير قابلة للمقاطعة)
وغالبًا تُنفذ باستخدام تعليمات الهاردوير
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) :
o acquire() and release()

s

acquire() {
while ('available)

; /* busy wait */ adie ol aalal

boolean available = true;

¢ Be Jssll — true 13)

} Jsadne Jaall — false 13)

Loulea¥ | o llaall

acquire()

release () { while (lavailable)
Luasst /7

available = false;;

available = true; // for the other processes

} available = false;
Jaall 3A6 Jylas

(loop) kit = Jsads 1)

do { Jadig 8JaG — e 1)
release()
available = true;
critical section Jaall o

U2l AT Glaal o

acquire lock

release lock
remainder section

} while (true);
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نعتمد على متغير:
boolean available = true;
إذا true → القفل متاح
إذا false → القفل مشغول
العمليات الأساسية
acquire()
while (!available)
   ; // انتظار

available = false;
تحاول تأخذ القفل
إذا مشغول → تنتظر (loop)
إذا متاح → تأخذه وتدخل
release()
available = true;
تترك القفل
تسمح لعملية أخرى بالدخول
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[ Zolall 3,54l
Mutex ;v 5581 Synchronization 3141

:),/P"" S e m a p h O re Busy Waiting wlati ¥ ,JSLie &y s Slilaall Jsas aslass (gl

integer S e §,Le

B Synchronization tool that does not require busy waiting

m Semaphore - integer variable

B Two standard operations modify S: wait () and signal ()
e Originally called () and ¥ ()

m [lessicomplicated - e > s

m Can only be accessed via two indivisible (atomic) operations

wait (S) { wait(S)
while (S <= 0) while (S <= 0)
; // busy wait oLBmI/7;
S--;
S--;
} St =+ S <0 13
signal (S) { Loadll Jlaig Jaus = ¢ Be 15
St signal(S)
} S++;
Loadl] s
Jsaall AT Gleal e
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wait(S)
while (S <= 0)
   ; // انتظار
S--;

إذا S ≤ 0 → تنتظر
إذا متاح → تدخل وتقلل القيمة

signal(S)
S++;
تزيد القيمة
تسمح لعملية أخرى بالدخول

Remas Yousef
الفكرة العامة
أداة Synchronization أقوى من Mutex
الهدف: تنظيم دخول العمليات بدون مشاكل, لا تتطلب Busy Waiting 
عبارة عن: integer S
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اقل تعقيدًآ
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العمليتان لازم تكون:
Atomic (غير قابلة للمقاطعة)
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o Semaphore Usage

Counting semaphore — integer value can range over an unrestricted domain

m Binary semaphore — integer value can range only between 0 and 1
: Semaphores ¢ |5
1. Counting Semaphore
(...0,1,2,3) Lass 7 sl
SJJ’:\.‘U JJ!)ALI ‘AA.L:.UJ:\

m Can solve various synchronization problems Slallll sae :Jlis
2. Binary Semaphore

m Consider P, and P,that require S, to happen before S, Jes:easg
9/
Pl: P2 i ol S2 clgil ass ¥ P1 e ST Mutex Lock «wi
S. - Implementation
17 13 (e (plee @l ayY
signal (synch);  wai()
signal()
P2: sl uds (o
Critical Section Jala A3
wait (synch); A<l A
g, - Busy Waiting &aay a3
27 ‘o
J...ua.ﬁ JJS.”
Glle Juls ,Usuy |
e Jall = Critical Section Jals Jush <8y o5 o blaall 15)
Jan,

2K

e Then a mutex lock
® Canimplement a counting semaphore S as a binary semaphore

~
7 -

.

A\
A slx"‘v.
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P2 لن تنفذ S2 إلا بعد انتهاء P1 من S1
Implementation
لازم نمنع عمليتين من تنفيذ:
wait()
signal()
في نفس الوقت
نضعهم داخل Critical Section
المشكلة
قد يحدث Busy Waiting
لكن:
الكود قصير
الانتظار قليل غالبًا
إذا العمليات تبقى وقت طويل داخل Critical Section → الحل غير جيد

Remas Yousef
أنواع Semaphores :
1. Counting Semaphore
يأخذ أي قيمة (0,1,2,3...)
يستخدم للموارد المتعددة
مثال: عدد الطابعات
2. Binary Semaphore
القيم فقط:
0 أو 1
يشبه Mutex Lock
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® Thus, implementation becomes the critical section problem where the wait and
signal code are placed in the critical section

e Could now have busy waiting in critical section implementation

» But implementation code is short
» Little busy waiting if critical section rarely occupied

= Note that applications may spend lots of time in critical sections and therefore
this is not a good solution.

what is the solution?

L) dadeall 8 7l
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الشرح في الصفحة السابقة 
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Each entry in a waiting queue has two data items: Quee + puis — LI o,
e value (of type integer) block/wakeup

wait = 4,5 wd L 13] = Block

¢ pointer to next record in the list signal = L Process ,Usiy | e

Busy Waiting ;e Jwasl Jall 1ia

WS
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بدل الانتظار → نستخدم Queue + block/wakeup
wait → إذا ما فيه مورد → Block
signal → يوقظ Process من الانتظار
هذا الحل أفضل من Busy Waiting
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%"’”’ Semaphore Implementation with no Busy waiting (Cont.)

typedef struct{
int value;
struct process *list;
} semaphore;
wait (semaphore *S) {
S->value--;

if (S->value < 0) {
add this process to S->list;

block () ;

}

signal (semaphore *S) ({
S->value++;
if (S->value <= 0) {

remove a process P from S->list;

wakeup (P) ;
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value = jgdarcull 4ais

list = 5 laiitl o llaall o308
sasaall olledd| @

1. block()

Llaall Cadgs

Waiting Queue 4 LS
2. wakeup()

Queue JI ;o Lilae 7 ,AS
(Laxill 3yals) Ready Queue ] Lglss
@ wait(S)

S->value--;

if (S->value <0){
add process to S->list;
block();

}

Tl

S Les JIss

0 > ciaal 1)

Hlse angs Y

ialeall

SUEY T A JAaus

(block) —asss

@ signal(S)

S->value++;

if (S->value <= 0) {
remove process from S->list;
wakeup(P);

}

ol

S dasd w3
A8l yo Buals m oA

Ry v\“\ A\ “‘\
.« e RS - “,&«.\)\
(wakeup) Lglas 3 W
AU 29% ™
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value → قيمة السيمفور
list → قائمة العمليات المنتظرة
🔹 العمليات الجديدة
1. block()
توقف العملية
تضعها في Waiting Queue
2. wakeup()
تخرج عملية من الـ Queue
تنقلها إلى Ready Queue (جاهزة للتنفيذ)
🔹 wait(S)
S->value--;

if (S->value < 0) {
   add process to S->list;
   block();
}
الشرح
نقلل قيمة S
إذا أصبحت < 0:
لا يوجد موارد
العملية:
تدخل قائمة الانتظار
تتوقف (block)
🔹 signal(S)
S->value++;

if (S->value <= 0) {
   remove process from S->list;
   wakeup(P);
}
الشرح
نزيد قيمة S
إذا يوجد عمليات تنتظر:
نخرج واحدة من القائمة
نشغلها (wakeup)
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7 getAndSet vs. Semaphores

&\,

private AtomicBoolean mutex; Semaphore sem = new Semaphore(1);

while ( mutex.getAndSet( true ) ) sem.acquire();
Thread.yield() ;

. . // critical section
// critical section

mutex.set( false ); sem.release();

// remainder section // remainder section

28 X
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Busy waiting

acquire() {
while (value <= 0)
; // mo-op
value——;

}

release() {
value++;
}

29 A ‘mﬁ
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Busy waiting vs. Blocking

acquire() {
while (value <=0)
; // mo-op
value——;

}

release() {
value++;
}

Operating System Concepts — 9t Edition

acquire(){
value—-;
if (value < 0) {
add this process to list
block();

}
}

release(){
value++;
if (value <= 0) {
remove a process P from list

wakeup (P) ;
30 4L B
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admitted interrupt

scheduler dispatch

|/O or event completion |/O or event wait

queue header PCB, PCB.,
ready head > > —=
queue tail ~ registers registers
L J L]
® L
mag head =
tape = =
unit O tail ] =
;nag head —+——=
e
u:;'tg1 tail ] 5 PCB; PCBi4 PCBg
/ g - - =
disk head 1
PCBs
terminal head > —=
unit O tail E—"]
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acquire(){
value—-;
if (value < 0) {
add this process to list
block();

}
}

release(){
value++;
if (value <= 0) {
remove a process P from list
wakeup(P) ;

}

.”' 'gi-

=
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Readers-Writers Problem

m A data set is shared among a number of concurrent processes
e Readers — only read the data set; they do not perform any updates
e Writers — can both read and write

m  Problem — allow multiple readers to read at the same time
e Only one single writer can access the shared data at the same time

m  Several variations of how readers and writers are treated — all involve priorities

m  Shared Data
e Data set
e Semaphore rw mutex initialized to 1
e Semaphore mutex initialized to 1
e Integer read count initialized to O
e Memory locations
e Shared File
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=277 Classic Synchronization Problems

B Representative of large class of problems
m Used to test prospective solutions
m Examples:

e Bounded Buffer Problem

e Readers and Writers Problem

e Dining Philosophers Problem

CSS 430: Operating Systems - Process
Operating System Concepts — 9t Edition Synchronization 5.33

33 ¢ X
Silberschatz, Galvin and Gagne ©2013



Readers-Writers Problem (Cont.)

B The structure of a writer process

do {
wait (rw_mutex) ;

/* writing is performed */

signal (rw_mutex) ’ //increase counter

} while (true);
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“»”7  Readers-Writers Problem (Cont.)

B The structure of a reader process

do {
wait (mutex) ;
read count++;
if (read count == 1)

wait (rw_mutex) ; //recursive call

signal (mutex) ;

/* reading is performed */

wait (mutex) ;
read count--;
if (read count == 0)

signal (rw_mutex); // function call
signal (mutex) ;

} while (true);
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~5 Readers-Writers Problem Variations

m  Firstvariation — no reader kept waiting unless writer has permission to use shared object

B Second variation — once writer is ready, it performs write ASAP

m  Both may have starvation leading to even more variations

®m  Problem is solved on some systems by kernel providing reader-writer locks

JsY) Ay

S
'7"‘, \‘}\“
293

AU ‘
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®  Philosophers spend their lives thinking and eating

m Don’tinteract with their neighbors, occasionally try to pick up 2 chopsticks (one at a time) to eat
from bowl

e Need both to eat, then release both when done
® Inthe case of 5 philosophers
e Shared data
» Bowl of rice (data set)

TR
'7"‘, \‘}\“
“« 29K

» Semaphore chopstick [5] initialized to 1
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“#”/ Dining-Philosophers Problem Algorithm

m  The structure of Philosopher
do {
wait (chopstick[i] );
wait (chopStick[ (1 + 1) % 5] );

// eat

signal (chopstick[i] )
signal (chopstick[ (1 + 1) % 5] )

// think

} while (TRUE);

®m  What is the problem with this algorithm?

/4 N
/ L)
aga u\: 1
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- Solution to Dining Philosophers

monitor DiningPhilosophers

{
enum { THINKING,; HUNGRY, EATING) state [5] ;
condition self [5];

void pickup (int i) {
state[i] = HUNGRY;,
test (1) ;
if (state[i] '= EATING) self [i] .wait;

void putdown (int i) {
state[i] = THINKING;
// test left and right neighbors

test((i + 4) % 5); // left
test((i + 1) % 5); // right
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Solution to Dining Philosophers (Cont.)
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void test (int i) {
if ( (state[(1 + 4) % 5] '= EATING) &&
(state[i] == HUNGRY) &&
(state[(1 + 1) % 5] '= EATING) ) {
state[i] = EATING ;
self[i] .signal ()
}

initialization code() ({
for (int i = 0; 1 < 5; i++)
state[i] = THINKING;
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5%/ Solution to Dining Philosophers (Cont.)
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m  Each philosopher /invokes the operations pickup () and putdown () in the following sequence:
DiningPhilosophers.pickup (i) ;
EAT
DiningPhilosophers.putdown (i) ;

®m  No deadlock, but starvation is possible
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m  Uses interrupt masks to protect access to global resources on uniprocessor systems

m  Uses spinlocks on multiprocessor systems
e Spinlocking-thread will never be preempted // none preemptive

m  Also provides dispatcher objects user-land which may act mutexes, semaphores, events, and timers

e Events
» An event acts much like a condition variable
e Timers notify one or more thread when time expired
e Dispatcher objects either signaled-state (object available) or non-signaled state (thread will block)

L B
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®  Linux:
e Prior to kernel Version 2.6, disables interrupts to implement short critical sections
e \Version 2.6 and later, fully preemptive

® Linux provides:
e semaphores
e spinlocks
e reader-writer versions of both

®  On single-CPU system, spinlocks replaced by enabling and disabling kernel preemption

v -
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®m Log could become long, and recovery could take long

m  Checkpoints shorten log and recovery time.

B Checkpoint scheme:
1. Output all log records currently in volatile storage to stable storage
2. Output all modified data from volatile to stable storage
3. QOutput a log record <checkpoint> to the log on stable storage

®m  Now recovery only includes Ti, such that Ti started executing before the most recent
checkpoint, and all transactions after Ti All other transactions already on stable

storage
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