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5. An abstractardware of a single computer into several different execution environments:
. Virtual machine. b. Live migration

¢. Cloud computing d. Network Address Translation (NAT).

2- Which of the following has different size ?:
A. Program pages

B. Program segment

C. Program frames

D. All answers

3- Intruder sits in data flow, masquerading as sender to receiver and vice versa:
A. Masquerading

B. Breach of integrity

C. Man-in-the-middle attack

D. Session hijacking

4-Unauthorized modification of data leads to :
A. Breach of confidentiality

B. Breach of integrity



C. Breach of availability

D. Denial of service
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1- Each OS has its own 1/0 subsystem structures and driver frameworks : true

2- Binary semaphore contains an integer value that can range over an
unrestricted domain : false

3- a port scanning is a Program that initiates a security incident under certain
circumstances : false

4- Block and stack methods limit the number or length of parameters being
passed : false
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C. What is the Security Violation Categories?:
1- Breach of confidentiality

2- Breach of integrity

3- Breach of availability

4- Theft of service

5- Denial of service (DOS)
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A. ways to improve input/output system ?
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P L .
r o Principles of Protection

®  Guiding principle — principle of least privilege
e Programs, users and systems should be given just enough privileges to perform their tasks
e Limits damage if entity has a bug, gets abused
e Can be static (during life of system, during life of process)
e Ordynamic (changed by process as needed) — domain switching, privilege escalation
o “Need to know” a similar concept regarding access to data

m  Must consider “grain” aspect
e Rough-grained privilege management easier, simpler, but least privilege now done in large chunks
» For example, traditional Unix processes either have abilities of the associated user, or of root
e Fine-grained management more complex, more overhead, but more protective
» File ACL lists, RBAC

m  Domain can be user, process, procedure

S
=3
e
,J) o
A hr

Operating System Concepts - 8" Edition 14.6 Silberschatz, Galvin and Gagne ©2009

C. What is the diff between TYPE1and TYPE 2 in vm system ?



=

Implementation of VMMs

m Vary greatly, with options including:

Type 0 hypervisors - Hardware-based solutions that provide
support for virtual machine creation and management via firmware

» IBM LPARs and Oracle LDOMSs are examples
Type 1 hypervisors - Operating-system-like software built to
provide virtualization

» Including VMware ESX, Joyent SmartOS, and Citrix XenServer
Type 1 hypervisors = Also includes general-purpose operating
systems that provide standard functions as well as VMM functions

» Including Microsoft Windows Server with HyperV and RedHat Linux
with KVM

Type 2 hypervisors - Applications that run on standard operating
systems but provide VMM features to guest operating systems

» Includeing VMware Workstation and Fusion, Parallels Desktop, and

Oracle VirtualBox
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Operating System Concepts - 9" Edition 16.6 Silberschatz, Galvin and Gagne ©2013

D. discuss Distributed file system (DFS) :



(P Distributed File System

m Distributed file system (DFS) — a distributed
implementation of the classical time-sharing model of a file
system, where multiple users share files and storage
resources

A DFS manages set of dispersed storage devices

Overall storage space managed by a DFS is composed of
different, remotely located, smaller storage spaces

® There is usually a correspondence between constituent
storage spaces and sets of files

m Challenges include:
e Naming and Transparency
e Remote File Access

A

Operating System Concepts - 9*" Edition 17.24 Silberschatz, Galvin and Gagne ©2013
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Each OS has its own 1/O subsystem structures and driver frameworks : True
Binary semaphore contains an integer value that can range over an unrestricted
domain : false

a port canning is program that initiates a security incident under certain
circumstances : false

Block and stack methods limit the number or length of parameters being passed :
false

In Mickrokernal system an application program can directly access a file : false

- BINEY

abstract hardware of a single computer into several different execution environment
? : Virtual machine

Which of the following has different size ? :
1. Program pages
2. Program segment
3. Program frames
4. All answers

Which of the following system calls is related to information maintenance ? : get
time or date

Unauthorized modification of data leads to : Breach of Integrity

Intruder sits in data flow, masquerading as sender to receiver and vice versa : Man
in the middle

 Cpillna
Priority Scheduling
first, best and worst fit
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I, An Operating system failure can generate:
A3 Aq a A crash dump file. b. A 1
y c. APCB

¢ service is called:

X ‘ a Error detection b. File-system manipulation
(% 6 Accounting d. Resource allocation
3. The hanism for p to i and to synch
N3 a. Serialization b. Segmentation y
¢ 3% c. Paging @ Interprocess Communication. e

7" Which of the following system calls is related to information maintenance
b. get device attributes PR

N:2 a. end, abort
; 89N ¢. create file, delete file @, get time or date
N 522 3= Which of the following is not a property of indirect commuuication
o Link established only if p share a mailbox. ;
S" SS b. A link may be iated with many p W
e. Each pair of processes shares one communication link.
d. Link may be jonal or bi-directi

Question 2, 1x55 Marks
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N5 1B 2 CPU uitization means keeping the CPU as busy as possible e

V24 L0025 pererson's Solution is a solution to the erifical section problem.
V33 S 3y 4. tndinet commnicaton, o ik canexst between morg (1R 0P

NS 5. In the FCFS scheduling technigue, p can be preempted.
\4
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Each OS has its own I/O subsystem structures and driver frameworks : True
Binary semaphore contains an integer value that can range over an unrestricted
domain : false

a port canning is program that initiates a security incident under certain
circumstances : false

Block and stack methods limit the number or length of parameters being passed :
false

In Mickrokernal system an application program can directly access a file : false

DGl e

abstract hardware of a single computer into several different execution environment
? : Virtual machine

Which of the following has different size ? :
1. Program pages
2. Program segment
3. Program frames
4. All answers

Which of the following system calls is related to information maintenance ? : get
time or date

Unauthorized modification of data leads to : Breach of Integrity

Intruder sits in data flow, masquerading as sender to receiver and vice versa : Man
in the middle
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Question 1, 1x6=6 Marks

Ch ‘re
oose correct (best match) one of the four given answers:

1. The queue wl;i'ch/con‘(ains a set of all processes in the system:

@ The Job Queu
c. The Waiting Queue

b. The Ready Queue
d. The Device Queue.

The scheduler that selects which process should be executed next and allocates CPU is called:

A
a. Long-term schedulz/s b. Medium-term scheduler
@Shon-term schedull d. High-term scheduler

3. If the CPU generated a logical address = 501 and the value of the relocation register = 1320, the

.

physical address will be: -
. 2740 C/@l 821
d. 819

a
c. 902
4. TItisa process that cannot affe

a. A Cooperating process /
c. A Passive process

Virtual machi
¢. Cloud computing

6. Which of the following is n @
b

a. Increasing throughput
¢. Economy of scale

Question 2,

Mark the below Statements True or False:

|, Binary semaphore contains ar
2. When the time g
The MMU maps the virtual address ge

4. Protectiol

Page 1 of 3

1 is used to defense of the system &

uantum increases, the number

b. Live migration
d. Network Address Translation (NAT).

5. AN abst@:yh{rdwarc of a single computer into several different exec
ne.

t or be affected by other processes executing in the system:
An Independent process
d. A Terminated process

ution environments:

advantage of multiprocessors systems:
YReducing reliability
. Fault tolerance

1x6=6 Marks

of context switehes increases.

1 integer value that can range 0

nerated by the CPU to its physical address.

gainst internal

and external attacks. |

ver an unrestricted domain. [ F
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Fill in the blank with the exact Word or Phrase:
SO e o

Entity containing file system is known asa. A+ 0-CEf
defense of the system against interﬁnal and external attacks

4 '
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L

Peterson’s Solution is a solution to the -
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Question 4, 313 respectively) =6 Marks

1. List four different possible states for a process?
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Question 1, 1x6=6 Marks
Choose correct (best match) one of the four given answers:

I. An Operating system failure can generate:

A crash dump ﬁlf/ b. A program counter
c. APCB d. A core dump file.

2. The OS keeps track of which users use how much and what kinds of computer resources, this

service is called: e
a. Error detection b. File-system manipulation
(@ Accounting d. Resource allocation

3. Which of the following systcn} calls is related to information maintenance

a. end, abort b. get device attributes
c. create file, delete file d.get time or date

4. The mechanism for processes to communicate and to synchronize their actions is called:

a. Serialization . Segmentation
c. Paging @]nterprocess Communication

5. Which of the following is not a property of indirect communication
a. Link established only if processes share a common mailbox.
b~ A link may be associated with many processes.

Each pair of processes shares one communication link.
. Link may be unidirectional or bi-directional.

6. Which of the following is not an advantage of multiprocessors systems:
a. Increasing throughput @Rcducin'g reliability
c. Economy of scale d. Fault tolerance

Question 2, 1x6=6 Marks
Mark the below Statements True or False:

1. One of the goals of scheduling techniques is to maximize turnaround time.
2. CPU utilization means keeping the CPU as busy as possible.
3. Peterson’s Solution is a solution to the critical section problem.
4. In direct communication, a link can exist between more that two processes.
5. Inthe FCFS scheduling technique, processes can be preempted.

0. A Program is a passive entity and a process is an active entity.
Page 1 of 2
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Question 5, =6 Marks

Assum;lﬁhi ;ll processes
q4=3, draw the
Gantt ch

nfrivcd at time ()

> use the RR scheduling technique wity
art for the Processes, and calculate the

average waiting time.
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Question 1, 1x6=6 Marks

Ch ‘re
oose correct (best match) one of the four given answers:

1. The queue wl;i'ch/con‘(ains a set of all processes in the system:

@ The Job Queu
c. The Waiting Queue

b. The Ready Queue
d. The Device Queue.

The scheduler that selects which process should be executed next and allocates CPU is called:

A
a. Long-term schedulz/s b. Medium-term scheduler
@Shon-term schedull d. High-term scheduler

3. If the CPU generated a logical address = 501 and the value of the relocation register = 1320, the

.

physical address will be: -
. 2740 C/@l 821
d. 819

a
c. 902
4. TItisa process that cannot affe

a. A Cooperating process /
c. A Passive process

Virtual machi
¢. Cloud computing

6. Which of the following is n @
b

a. Increasing throughput
¢. Economy of scale

Question 2,

Mark the below Statements True or False:

|, Binary semaphore contains ar
2. When the time g
The MMU maps the virtual address ge

4. Protectiol

Page 1 of 3

1 is used to defense of the system &

uantum increases, the number

b. Live migration
d. Network Address Translation (NAT).

5. AN abst@:yh{rdwarc of a single computer into several different exec
ne.

t or be affected by other processes executing in the system:
An Independent process
d. A Terminated process

ution environments:

advantage of multiprocessors systems:
YReducing reliability
. Fault tolerance

1x6=6 Marks

of context switehes increases.

1 integer value that can range 0

nerated by the CPU to its physical address.

gainst internal

and external attacks. |

ver an unrestricted domain. [ F
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Questio: X5=5
Choose correct (best mateh) one of the four n\lt'vn nlnswcrl:-l i % ’

The queue which contains a set of all processes in the system:

‘{ The Job Queu,
b. R
e (&"% cady Quene

ﬂ 3 Device Queue. A

2. The scheduler that selects which '
v rocess shoul

5t ;‘:"ﬂ" Schcd“ Ilcr & h'd’cdimn: c:: ::;i ::t:[cuted next and allocates CPU is called:
C c.‘ ort-term ulcp d. High-term schcdulc:(/

3. Ifthe CPU generated a logical address = 501 and the value of the relocation register = 1320, the

physical address will be:
a. 2740 /

c. 902 + d. 819

4. The mechanism for processes to communicate and to synchronize their actions is called:
+ a. Serialization b.
L d]Int

c. Paging
5. Compaction means:
a. Deletinp free spaces. huffle memorycontents 1o placc‘all free memory together
; abish'ibming the free spaces among processes. _ calculating physical address
Question 2, 1x5=5 Marks

Mark the below Statements True or False:
/1. One of the goals of scheduling techniques is to maximize turnaround time.

2. When the time quantum increases, the number of context switches in
/3. 1n direct communication, a link can exist between more than

one
4 4. Protection is used to defense of the system against internal

S. SJF scheduling gives maximum average waiting tinm
RS ;
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Question 3, (2.5+2.5 respectively) =5 Marks
Short answer type questions: (_\

1. List four different possible states for a process?

........

o e e i

PPN e
NN 7
.

2. In priority scheduling techniques low priority processes may never execute, what is this
problem called and what is the solution to prevent such a problem?

e S adChnghy). e gk, v, gmblen milie...

Question 4, =5 Marks

Consider the following table:

Process Duration
(Burst time)
Pl 21 M
P2 3 =
P3 6
P4 270K
A that all pr arrived at time 0,

technique, draw the Gantt chart for the proces

.....
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Question 1, 1x5=5 Marks

Choose correct (best match) one of the four given answers:

1. An Operating system failure can generate: 2

a. _Acrash dump file, A A program ccunlcr/

P A PCB A A core dump file,

2. The OS keeps track of which users use how much and what Kinds of computer resources, this
service is called:

a. Error detection b. File-system manipulatio)
L Accounting d. Resource allocatio

3. If the CPU gencrated a logical address = 401 and the value of the relocation register = 1320, the
physical address will be: = v

a. 2640 b. 1721
c. 802 3019 (/

4, Itisa process that cannot affect or be affected by other pr ing in the sy
a. A Cooperating process _b. An Independent process(/
¢. A Passive process d. A Terminated process

.. An abstract hardware of a si;gl': computer into several different cxecution environments:
firtual machine. (_ Live migration (
‘Cloud computing d. Network Address Tréislation (NAT).

N
Question 2, 1x5=5 Marks

Mark the below Statements True or False:
1. CPU utilization means keeping the CPU as busy as possible. (G ) (&

2. Binary semaphore contains an integer value that can range over an unrestricted domain. [ ”F' [ (=

255 3 *s Solution is a solution to the critical section problem. [S=TE.) -
4. The MMU maps the virtual address gencrated by the CPU to its physical address. [E=ra (74
s, In the FCFS scheduling technique, p can be preempted ( ) 4

Page 1 0f2




TR &
A ksl
AIIEDISS




, 48 gl G :

R e ol

(e>)“u“>) i Aj“ﬂ«h g
HLJ\BJ" King
%\"jé Miﬂi

“‘-"“L\“e}h Co”‘

e

pep

i Arabia

Ministry of Education
S
/féésgz?”i‘ =

Kingdom of Sau

College of Computer
£ Computer Science ) wstios

% l‘}’n}.\/‘:;’rsi Ly
cotaas o G’

Department O

: . : hg (A)
e: CS222 Operating Systems Duration: 1 hour
/30 Day 26/10/2023

Cours
1-2023
Mark____—

Semester 45
me for a given set of processes.

possible.

[F](/

Question 83
5 =]

Fill in the blank with the exact Word or Phrase:
SO e o

Entity containing file system is known asa. A+ 0-CEf
defense of the system against interﬁnal and external attacks

4 '
{0 ey problem_‘/

TN o
: .,.c.l.y.,.c.m .....
L

Peterson’s Solution is a solution to the -
A ﬁle@ystem must be ... 5)¢\¢§ ,@A __ before it can be accessed.
.t or be affected by the execution of another process Pl

ling gives maximum average waiting ti
g the CPU as busy a5

5. SJF schedu
ns keepin

5. (©izY utilization med
1x6=6 Marks

DSSANE. . HPEOCER R
brought from.ﬂ))‘iﬁi..imo memory and placed within a process for it to be ru
n
- X

AL A WL~

A program must be

Short answer type questions:

Question 4, 313 respectively) =6 Marks

1. List four different possible states for a process?

2. In priority sch i
eduling techni
e e wh:t is thl;l(:(l)llest!ow priority processes may
ution to prevent never execute is thi
Sichi by , what is this
m?
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