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Note 1

- operating system : A program that acts as an‘intermediary/interface between a user
of a computer and the computer hardware

- Computer system can be divided into four components:
Hardware , Operating system , Application programs , Users

- “The one program running at all times on the computer” is the kernel
- Main memory — only large storage media that the CPU can access directly : volatile

- Secondary storage — extension of main memory that provides large nonvolatile
storage capacity

«Caching — copying information into faster storage system
- Advantages of Multiprocessors include:

1. Increased throughput

2. Economy of scale

3. Increased reliability — graceful degradation or fault tolerance

- A computer cluster consists of a set of loosely or tightly connected computers that
work together

< Dual-mode : operation allows OS to protect itself and other system components
- Program is a passive entity, process is an active entity

- Direct Memory Access : Used for‘high-speed I/0O devices able totransmit
information at close to memory speeds

-Protection — any mechanism for controlling access of processes or users to
resources defined by the OS

< Security — defense of the system againstinternal and external attacks

Timer to prevent infinite loop / process hogging resources



Note 2

One set of operating-system services provides functions that are helpful to the user :
1- User interface

2- Program execution

3- 1/0O operations

4- File-system manipulation

5- Communications

6- Error detection

7- Resource allocation

8- Accounting - To keep track of which users use how much and what kinds of
computer resources Thie Comon wehds 4o fuss fowirs ko e o8-

9- Protection and security Reyistes —s Homery bleck —> 5"""‘2

Block and stack methods do not limit the number or length of parameters
being passed

System Calls : Programming interface to the services provided by the OS , Typically
written in a high-level language

APl vs. System Calls
1- TheAPl usually provides more useful functionality than the system call
directly.

2- System calls differ from platform to platform ,API it is easier to migrate your
software to different platforms

- System calls differ, APIs are stable

- Easy to move between systems

Types of System Calls :

Process control :

end, abort

load; execute

create process, terminate process

get process attributes, set process attributes
wait for time

wait event, signal event

allocate and freeilmemory

- APIs updated with OS

« APIs give more functions

- Work on multiple OS versions

File management :
create file, delete file
openjclose file

read, write, reposition
get and set file attributes



Device management :

request device, release device

read, write, reposition

get device attributes, set device attributes
logically attach or detach devices

Goals:
User goals: convenient, easy to learn, reliable, safe, fast.
Information maintenance . : Sy;tem goals: casy to design, implement, maintain; flexible,
t t d te rehable, error-free, efficient
(get time or date, set time or da
get system data, set system data Microkernel System Structure
get and set process, file, or device attributes Benefits:
+  Easy to add or change
. . PP WINTIRY +  Easy to move to other systems
Communications : s e More stable
create; delete communication connection - More safe
send, receive messages
Drawback:

transfer status information

. Slower (because of communication)
attach and detach remote devices 3

System programs provide a convenient environment for program development and
execution. They can be divided into:
1- File management

2- Status information

3- File modification

4- Programming-language support
5- Program loading and execution
6- Communications

Debugging is finding and fixing errors, or bugs

Failure of an application can generate core dump file capturigemory of the
process

Operating system failure can generate crash dump file containing kernel
memory

Small piece of code — bootstrap loader, locates the kernel, loads it into
memory, and starts it Bootstrap program: stored in ROM, locates and loads the kernel into memory, starts execution
Virtual machine : An abstract hardware of a single computer into several
different executing in the system

sy puad| oMU

:Virtual Machine JI
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Multiple parts
The program code, also called text section

Current activity including program counter, processor
registers

Stack containing temporary data

- Function parameters, return addresses, local
O e variables

Data section containing global variables

'Heap containing'memory dynamically allocated during run
me

Process — a program in execution
Ham is passive entity stored on disk (executable file); process is

pOSSible States for process ) \ ° Mrocess when executable file loaded into
new , running , waiting , ready , terminated

So far, process has a single thread of execution
Maintains scheduling queues of processes

Job queue - set of all processes in the system

Ready queue — set of all processes residing in main memory, ready and waiting to
execute

Device queues — set of processes waiting for an 1/0 device

Long-term scheduler (or job scheduler) — selects which processes should be
brought into the ready queue .

Controls lz\jm e& mulfifv‘odf‘awuv:j

Short-term scheduler (or CPU scheduler) — selects which process should be
executed next and allocates CPU ¢ =~ .\ (. ey e anl ol e Gpo
Medium-term scheduler can be added if degree of multiple programming needs to
decrease

I/O-bound process — spends more time doing I/O than computations, many short
CPU bursts

CPU-bound process — spends more time doing computations; few very long CPU
bursts

When CPU switches to another process, the system must save the state oftheold
process and load the saved state for the new process via atcontext switch -

the OS and the PCB — longe

unbounded-buffer places no practical limit on the size of the buffer
bounded-buffer assumes that there is a fixed buffer size

Processes within a system may be independent or cooperating

Process Control Block (PCB)

(also called task(control block): s rocess  Comnani Calion .

Mechanism for processes to.«communicate;and to synchronize

~—20 their actions
execram counter —

CPU registers

Process state

CPU scheduling information
Memory-management information
Accounting information

1/0 status information



®  Cooperating processes need interprocess communication (IPC)

= Two models of IPC Advantages of process cooperation:

Many web browsers ran as single process (some still do)
pane /it s el s e Shared memory

. o | L Information sharing
If one website causes trouble, entire browser can hang or crash ¥ | ® Message passing N

Computation speed-up
Modularity

Convenience

Independent processicannot affectior be affected by the execution of another
process

Cooperating process can affect or be affected by the execution of another
process

Message system — processes communicate with each other without resorting to
shared variables

Interprocess Communication : Mechanism for processes to communicate and to
synchronize their actions

’\T-jl:c message Passing -

Properties of direct communication :

1-Links are established automatically

2:A link is associated with exactly one pair of communicating processes
3-Between each pair there exists exactly one link

4-The link may be unidirectional, but is usually bi-directional

Properties of indirect communication :

Link established only if processes share a common mailbox

A link may be associated with many processes

Each pair of processes may share several communication links
g Link may be unidirectional or bi-directional

= Operations
© create a new mailbox

« destroy amailbox

Note 4

Consider a system consisting of n processes {PO, P1, ..., Pn—-1}. Each process has a
segment of code, called a critical section

in critical section no two processes are executing in their critical sections at the same
time.

The critical-section problem is to design a protocol that the processes can use to
cooperate. Each process must request permission to enter its critical section

SOIUtion Of critical Section iS : @ If process Pi is executing in its critical section, then no

5 . ) o . . other processes can be executing in their critical sections
1 4 Pete rson’s Sol utlon’It is @ good algorithmic description for solving the problem,

= but only two processes.
2- Mutual Exclusion—m= (© naG@yo omr i  tn e st o o prcsses rt s aner S—
3- Progress

o A bound must exist on the number of times that other
4_ Bounded Waltlng processes are allowed to enter their critical sections
5- Simplest is : mutex lock before. and aier

this solution requites busy waiting’ )\\s, calldd spinlock

A synchronization tool that does not require busy waiting



B Two approaches depending on if kernel is preemptive or non-preemptive
® (Preemptive — allows preemption of process when running in kernel mode
® Non-preemptive — runs until exits kernel mode, blocks, or voluntarily yields CPU

» Essentially free of race conditions in kernel mode

Counting semaphore - integer value can range over an unrestrictedidomain®

Binary semaphore — integer value can range only betweeni@fand™

Checkpoints shorten the log and reduce recovery time

Note 5

Maximum CPU utilization is achieved through multiprogramming

Dispatcher module gives control of the CPU to the process selected by the
short-term scheduler

Dispatch latency — time it takes for the dispatcher to stop one process and start

another running
sm,;uug Clitepia

CPUiutilization — keep the CPU as busy as possible

Throughput— of processes that complete their execution per time unit
Turnaround‘time — amount of time to execute a partieular process
Waitingritime — amount of time a process has been waiting in the ready queue

Response time — amount of time it takes from when a request was submitted until

the first response is produced : -
CPU scheduling decisions may occur when a process:

o Switches from running — waiting

goal of Scheduling techniques : o Switches from running — ready
Max CPU utilization o Switches from waiting — ready
Max throughput © Terminates

Min turnaround time
Min waiting time
Min response time

SJF is optimal — gives minimum average waiting time for a given set of
processes has Two schemes:

1- nonpreemptive — once CPU given to the process it cannot be preempted:until
completes its CPU burst

2- preemptive — if a new process arrives with CPU burst length less than remaining
time of current executing process, preempt.



First-Come, First-Served (FCFS) Scheduling

O

Note: wam("j time - (sini shime - hvrivahive) = Burttive

\

Suppose that the processes arrive in the order:

28730 appie) hoivd (3NN G NSISICRANIe

Process Burst Time Pz, P3, Py
P 24 = The Gantt chart for the schedule is:
 §
P, 3
PJ
Suppose that the processes arrive in the order: P,, P,, Py P, Py Py
The Gantt Chart for the schedule is:
0 3 6 30
Py Py P3 = Waiting time for P, =6;P,=0,P,=3
= Average waiting time: (6+0+3)/3=3
= Much better than previous case
24 27 30 = Convoy effect - short process behind long process
= Waiting time for_P,_ =0; P, = 24; P,=27 « Consider one CPU-bound and many VO-bound processes
®  Average waiting time: (0 + 24 +27)/3 =17
S)F
Process Burst Time
P 6
P, 8
Py 7
P 3
= SJF scheduling chart
Pe P, Py Pz
i 1
0 3 9 16 24

Bt ady—
S f o Rt

nol Preempiive

Process  Arival Time Burst Time
Py 00 7
P, 20 4
Py 40 1
Pe 50 4
= SUF (non-preemplive) =
Py 3 ‘ X Py
4 } + +
t 1
[ 3 7 8 12

= Average wating time = (p1+p2+p3+pé)
=(0+6+3+7)4
=4

Average waiting time = (3+ 16 +9+0) /4=7

~—

)’

Preemevive

Process  Arival Time Burst Time
P, 0.0 T
A 20 4t
Py 40 17
Pe 50 4
= SUF (preemptive)
P, P, | Py P, P, P,
i Tt i
0 2 4 s 7 11 16

= Average waiting time = (9 +1+0+2)/4 =3

= Now we add the concepts of varying arrival times and preemption to the analysis

Process ArrivalTime Timy
P, 0 8
P, 1 4
Py 2 9
P, 3 5

d
= Proemptive SJF Gantt Chart

= Average waiting time = [(10-1)+(1-1)+(17-2)+5-3))/4 = 26/4 = 6.5 msec

Example of Priority Scheduling
(Non preswprive)

Process Burst Time
P 10

P

I3 2

P, 1

P 5

= Priority scheduling Gantt Chart
P, [ P,
o 1 6

= Average waiting time = (P2+ ... +p4) = 8.2 msec

Prix;r‘m P\:L
: ?L: o]
4 Py= 1€
B - (1: \3

1‘5 1;! 1‘9 ?b: \

Example of RR with Time Quantum = 4

Process Burst Time
P, 24
P, 3
Py 3
= The Gantt chart is:
P, ‘ P, | Py | P P | PP | oP
0 4 7 10 14 18 22 26 30
= Typically, higher average turnaround than SJF, but better response
= g should be large compared to context switch time
-

q usually 10ms to 100ms, context switch < 10 usec

y(y/jﬂg/'f
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“2. SJF Preemptive (SRTF):
P1: arrival=0, burst=8 4 k%
P2: arrival=4, burst=10——
P3: arrival=4, burst=3 .
P4: arrival=10, burst=4
Draw the Gantt chart and calculate average waiting time.

Shany

RN @
o g 1 i 15 95

-3 Po=fl fh=0 -1

3. Non-preemptive SJF; 192
P1(burst=21), P2(burst=3), P3(burst=6), P4(burst=2)
All arrive at time 0.

Draw the Gantt chart and calculate the average waiting time

‘P\, | 6| !

A S | 32

= |l P’L:?. PB:J; F:O

Consider the following process table:

Process | Burst Time Arrival Time
P [ \] 2 1
P2 2 [OYn
P3 & 4 gr—- o\l
P4 2 6 . Ll

Use the Shortest-Remaining-Time-First (SRTF) algorithm:

a) Draw the Gantt chart for the processes:

(O] n

o 1 4 <

fy

Py

¢

b) Calculate the average waiting time:

P1 waiting time = ﬂ
P2 waiting time = o)
P3 waiting time = 2
P4 waiting time = =)

Average Waiting Time = (P1 + P2+ P3 +P4) /4 =

\2

3

\ - 215

Q5- Consider the following table [ 6 Marks ]

Assume all processes arrived at time 0. Use the Round Robin (RR) scheduling technique with
q = 3, draw the Gantt Chart, and calculate the average waiting time.

Process Duration (Burst
time )

P1 9

P2 12

P3 3

Pa P

Gantt Chart:

i | o g | e | oa o | | 5 |

P2

average waiting time:

P1->24-9=15:P2->30-12 =18 : P3—>9-3=6 :P4—>21-6=15

15+18+6+16

1 13.5



pply the Dynamic
rocess P1 of size

ge-AIquation method to allocate a suitable hole for the following
Determine the location of P1 using first-fit, Best-fif, and Worst-fit.

H T I mark
First fit:
. ~\>{Q‘ Used space —
oy Free space
PN 3kb 11kb 5Kkb T ==

P ]
1 J 8 —
120758
oo A EN

el

12. If the CPU generated a logical address = 501 and the value of the relocation register = 1320, the physical
address will be:

[2.2740 (o821 [c.902 [d 819 velocation vegsier +lic =P\'}jsca\

+ Base =100

+ Limit = 50

- Logical Address 49 J| 0 o»

« Logical =20
Physical = 100 + 20 =120

il o)

+ Logical =60
(limit u=s) U

4 ¥ \gpcal u
A P Exampl
> aging Example
5 ’ Yp) axsaloos \G L3S0 A0
y 3
0|a
\ o2 1/b| 0
Physicd M- (fomet e se) e of s (P 2 <
. X 4le i
As a concrete (although minuscule) example, consider the memory in 5161 3 )
Figure 8.9. Using a page size of 4 bytes and a physical memory of 32 bytes (8 M 16! ,f
pages), we show how the user’s view of memory can be mapped into physical SN 2|1 8 T
memory. Logical address 0 is page 0, offset 0. Indexing into the page table, we o[k 2 312 °
find that page 0 is in frame 5. Thus, logical address 0 maps to physical address L page table -
20(= (5 x 4) +0). Logical address 3 (page 0, offset 3) maps to physical address n
23 (= (5 x 4) +3). Logical address 4 is page 1, offset 0; according to the page : 3
table, page 1 is mapped to frame 6. Thus, logical address 4 maps to physical ~ fogical memory 16
address 24 (= (6 x 4) +0). Logical address 13 maps to physical address 9.
iy = e = ||
Physical Addrg Crame X Paae i) + offcel - g
c
[ d |
=20 24 ?
9\
2) (\5”‘/72 . _ﬁ
28
physical memory
-
® Goei- 9 p
32-byte memory and 4-byte pages = |

Operating System Concepts — 9" Edition 8.24 Silberschatz, Galvin and Gagne ©:



in the FCFS seheduling technique, processes'cannot be preempted

Problem Starvation — low priority processes may never execute
Solution Aging — as time progresses increase the priority of the process

Round Robin : Each process gets a small unit of CPU time (time quantum q), usually
10-100 milliseconds

Note 6

Program must be brought (from disk) into memory and placed within a
process for it to be run

Main memory and registers are only storage CPU can access directly

Cache sits between main memory and CPU registers

Memory-Management Unit : Hardware device that maps virtual to physical
- Yue\ocaﬁoﬂ ng'lSk.Y' + ltj'lc = P\yljs CG\

¥ The wer propun dub i \sical odvests it never s s pel. Bysical ol _ _
Backing store — fast disk large enough to ‘gccommodate copies of all memory images
for a” users Base registr contains value of smallet physical address o——

e s ey g rre—
Limit register contains range of logical addresses — each logical

address must be less than the limit register (start from 0)

Reduce external fragmentation by compaction f—\d\
*V\MU wafs L'Jléal auV'JSS lﬁ""mi‘“lﬂ
Divide physical memory into fixed-sized blocks called frames

Divide logical memory into blocks of same size called pages
& Dynamic Stwaac-hltocalfon f roblem.

type of page table : 1-First- iy §ivsthole thar \oij ehogh

Hierarchical Paging

Hashed Page Tables

Inverted Page Tables

2- Best - §w 5 smallest Wole .

> Worst- it Layv(jgst , wst o sareh evdive list,

Segmentation : Memory-management scheme that supports user view of
memory



Protection

— File owner/creator should be able to control:
« what can be done

* by whoie

— Types of access

* Read

* Write

« Execute N t 7
« Append (attach) o e

* Delete

« List

File Attributes :
Name , Identifier , Type , Location , Size , Protection , Time, date, and user
identification

File Operations :
File is an abstract data type , Create , Write , Read , Reposition within file , Delete ,
Truncate

Operations Performed on Directory :
Search for a file , Create a file , Delete a file , List a directory , Rename a file

,Traverse the file system

Organize the Directory to Obtain :
Efficiency , Naming , Grouping

Information kept in the directory structure

Directory Structure : A collection of nodes containing information about all files
Entity containing file system known as a volume

A file system must be mounted before it can be accessed

Sharing files may be done through a protection scheme

Protection

— File owner/creator should be able to control:
- what can be done
* by whom

— Types of access
* Read

* Write

 Execute

+ Append (attach)
* Delete

» List

Note 8



Nok, %

File Concept

— Contiguous logical address space
— Types:

» Data

1. numeric

2. character

3. binary

"+ Program

5 ile $tructuve

d

who Yesiel structure?
-0S
- Proavawm

File attributes

Nawe i fier ybe (o cation Aire, date frtgetion

File Operations

« File is an(abstract data type (ADT is a set
of obéects 'g;cggethei)with aget of operations.)
+ Create ,Write//,\Read /Reposition within

file ,Déiéte ,Trtjﬁcate (cut off)

ﬁ\c \.a cV\‘\U

TSN 4
+ Mandatory — access is denied
depending on locks held an

- Advisory - processes can find status
of locks and decide what {0 do

Disk Structure

— Disk can be subdivided into partitions
— Disks or partitions can be RAID
protected against failure

— Disk or partition can be used raw —
without a file system, or formatted

with a file system

— Partitions also known as minidisks,
slices

— Entity containing file system known as a
volume

— Each volume containing file system also
tracks that file system’s info in

device directory or volume table of
contents

Operations Performed on Directory
= Search for a file

& Create a file

— Delete a file

— List a directory

— Rename a file

= Traverse the file system (tree search)

Organize the Directory to Obtain :

Efficiency , Naming , Grouping

File System Mounting

— A file system must be mounted
before it can be accessed

— A unmounted file system (i.e., Fig.
10-11(b)) is mounted at a mount point

Protection

— File owner/creator should be able to control:
+ what can be done
4 by whom

— Types of access
* Read

+ Write

+ Execute

+ Append (attach)
« Delete

s List

Information kept in the directory structure

Directory Structure : A collection of nodes containing information about all files
Entity containing file system known as a volume

A file system must be mounted before it can be accessed

Sharing files may be done through a protection scheme



I/O management Important :

1- aspect of computer opreation

2- 1/0 devices vary greatly

3- Various methods to control them
4- Performance management

5- New types of devices frequent

Incredible variety of 1/0O devices :
Storage - Transmission - Human-interface

Common concepts — signals from 1/O devices interface with computer
Port - BUS - ContrO”er Device drivers encapsulate device details

« Present uniform device-access interface to I/O
Cotmeck Lo Various levices
subsystem

Devices have addresses, used by
Direct I/O instructions
Memory-mapped|/O

Polling For each byte of I1/0

1. Read busy bit from status register until O

2. Host sets read or write bit

3. Host sets command-ready bit

4. Controller sets busy bit

5. Controller clears busy bit when transfer done

Polling can happen in 3 instruction cycles
1- Read status

2- logical-and to extract status bit

3- branch if not zero

Wernets S 1s—b =]

—Used for time-sensitive processing, frequent,

must be fast

OS writes DMA command block into memory S

Direct Memory Access

—Used to avoid programmed I/O/(one byte at a time)

1< Source and destination addresses _ for large data movement
i Bus mastering of DMA controller — grabs bus from _Re uires DM-
2- Read or write mode ory q ,
—Bypasses CPU to transfer data directly between 1/0
3- Count of bytes device and memory

4- Writesflocation to DMA controller
5- When done, interrupts to signal completion

Each OS has its own /O subsystem structures and device driver frameworks

Subtleties of devices handled by device drivers



= Csul
Devices vary in many dimensions

1- read-write, read only, or write only
2- Speed of operation

3- Sequential or random-access

“4- Character-stream or block

5- Sharable or not

Broadly 1/0O devices can be grouped by the OS into
1- Block 1/0O

2- Character 1/0

3- Memory-mapped file access
4- Network sockets

Subtleties of devices handled by device drivers

Block devices include disk drives
Commands include read, write, seek

Character devices include keyboards, mice, serial ports

Commands-inctude-get(), put)

Blocking : process suspended until I/O completed

1- Easy to use

2- Insufficient for some needs

Nonblocking : I/O call returns as much as available

1- Implemented via multi-threading

2- Returns quickly

Asynchronous:: process runs while I/O executes

1- Difficult to use

2- 1/0 subsystem signals process when I/O completed

Kernel I/O Subsystem :

1- Scheduling : some I/O request ordering via per-device queue

2- Buffering : store data in memory while transferring between devices
3- Caching : faster device holding copy of data

4- Spooling - hold output for a device

5- Device reservation : provides exclusive access to a device

Error Handling : OS can recover from disk read - device unavailable - transient write
failures



Kernel keeps state info for I/O components, including open file tables - network
connections - character device state

STREAM : a full-duplex communication channel between a user-level process and a
device in Unix System V and beyond VE““;"‘“ contains 8 reed queue snd &

A STREAM consists of:

1- STREAM head interfaces with the user process

2- driver end interfaces with the device

3- zero or more STREAM modules between them

list Swe
 Improving /0 Performance :

1- Reduce number of context switches
- 2- Reduce data copying
- 3- Reduce interrupts
~4= Use DMA
52 Use smarter hardware devices

Protection and Security
— Protection — any mechanism for controlling

Note 9

access of processes or users to resources defined
by the OS
— Security — defense of the system against internal
and external attacks
Goals of Protection
Each object has a unique name and can be accessed through a well-defined set of

operations
Capability list for domain is list of objects together with operations allows on them
Each object has list of unique bit patterns, called locks

Each domain as list of unique bit patterns called keys

Principles of Protection :



= Principle of least privilege: Programs, users, and systems should be given

just enough privileges to perform their tasks.

- Limits damage and can be §titi_c or dynamic

- Grain aspect: Rough-grained privilege management is easier but less
protective, while fine-grained management is more complex but more

protective.

PRINCIPLES OF PROTECTION

Gui ciple—

Access Matrix : View protection as a matrix Rows represent domains Columns

represent objects -5 o koble that defs ocess Poreissons Vbwian spesifc

Subject and oliect 7

Aws: Nectss vmatrig
Implementatlon Of Access MatrIX - View Protection a5 o watrix Rows Riprosontc ) éor\.n'l“ﬁ/CnlumM Yeprosenie) obed?
Option 1 — Global table ) Avs: Necess mabiig

Option 2 — Access lists for objects
Option 3 - Capablhty list fOI' domains Capability list for domain is list of objects together with
Option 4 _ LOCk-key operations allows on them

Process in a domain can only access object if domain

has key that matches one of the locks

Comparison of Implementations : St itias A i sy
1 _ Global table |S Slmple, but Can be |arge . AccessﬂList .—> v Objecl-fr?cused\ Domair‘1 search difficult

+ Capability List > # Domain-focused | Object search difficult
2- Access lists correspond to needs of users - Lock-Key - §8 Flexble | 3 Complex

Determining set of access rights for domain non-localized so difficult
Every access to an object must be checked
3- Capability lists useful for localizing information for a given process
4- Lock-key effective and flexible, keys can be passed freely from domain to domain,
easy revocation
Most, systgm oty Combive o5 acssg \ist ank Cabliing
Revocation of Access Rights : o
Various options to remove the access right of a domain to an object :
Immediate vs delayed
Selective vs general
Partial vs total
Temporary vs permanent
Access List — Delete access rights from access list
Capability List — Scheme required to locate capability in the system before capability
can be revoked

Note 10



— System secure if resources used and accessed

as intended under all circumstances

Threat is potential security violation
Attack is attempt to breach security , can be accidental or malicious

Digital Certificates : Proof of who or what owns a public key

‘ Logic Bomb .SProgram that initiates a security incidentcertain

circumstances

Cryptography : Means to constrain potential senders (sources) and/or
receivers(destinations) of messages

Note symmetric cryptography based on transformations, asymmetric based on
mathematical functions

Security Violation Categories :

1- Breach of'confidentiality : Unauthorized reading of data
2- Breach ofiintegrity : Unauthorized modification of data
(3- Breach of availability : Unauthorized destruction of data

4- Theft of service : Unauthorized use of resources
5- Denial of(service(DOS) : Prevention of legitimate use

Security Violation Methods :

1- Masquerading : Pretending to be an authorized user to escalate privileges
2- Replay attack : As is or with message modification

3- Man-in-the-middle attack : Intruder sits in data flow, masquerading as
sender to receiver and vice versa

4- Session hijacking : Intercept an already-established session to bypass
authentication

Security must occur at four levels to be effective :
1- Physical —> serves

2- Human = awil seciel ey

3- Operating System -, D""J?‘VD

4- Network =D s



Program threats :

1- Trojan Horse

2- Trap Door

3- Logic Bomb

4- Stack and Buffer Overflow
5- Viruses

6- Virus dropper

categories of viruses :
1- Boot / memory

2- Macro

3- Source code

4- Stealth

5- Multipartite

System and Network Threats :
1- Worms

2- Port scanning

3- Denial of service

What the difference between encryption and description

Encryption for generating ciphertexts from messages
Decryption for generating messages from ciphertexts

. . AN Glesmd Odie_g
Explaln Authentication Constraining set of potential senders of a message

Algorithm components :

set K of keys , set M of messages , set A of authenticators
Function S for generating authenticators from messages
Function V for verifying authenticators on messages

1- Signature-based : detection spots’known bad patterns

2- Anomaly detection : spots differences from normal behavior
Can detect zero-day attacks
3- False-positives and false-negatives a problem
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—(Fundamental idea- abstract hardware of a single
computer into several different execution environments » Virtel wadue

Host — underlying hardware system A
+ Virtual machine manager (VMM) or hypervisor — creates —

and runs virtual machines by providing interface that is
identical to the host

+ Guest — process provided with virtual copy of the host
- Usually an operating system

wonmonorwws | IMplementation of VMMs
B
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= Paravirtualization - Technique in which the guest operating
system imodified to work in cooperation with the VMM to
opt| m ize performance Does not fit the definition of virtualization

Programming-environment virtualization - £ . Java Virtual Machine (JVM

Emulators — Allow applications written for one hardware
environment to run on a very different hardware environment,

« Application containment - Not virtualization at all but rather
provides virtualization-like features by segregating applications
from the operating system, making them more secure,
manageable f@

Only one kernel running — host OS

Clone by creating copy and running both original and copy

Live migration — move a running VM from one
host to another!

\Y\ 'Xﬂl;

Each device has circular buffer shared by guest
and VMM via shared memory

Guest uses hypercall (call to hypervisor) when page-
table changes needed

overcommitment

- VMM can use standard scheduling algorithms to
put threads on CPUs

- Some add fairness aspect
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N ) Communication Structure
Processors variously called nodes, computers, The design of a communication network must

machines, hosts -
address four basic issues:
- Siteis location of the processor

- (\\avvuvn ol Nawe regolution
Reasons for Distributed Systems

4 Re{ow‘aﬁ 4\/\av‘yya

= Commun| ¢aki ovi

< Gomputivy $peed - up — Contention
- Svalley Comfuktys

- qutma S%ratcjics

- (Connection $t rattjids

— Every host has a unique IP address and a
corresponding Ethernet Media Access Control (MAC)

Types of Distributed Operating Systems
— Network Operating Systems
— Distributed Operating Systems address

Network-Operating Systems Ddéian \ssues -

— Users are aware of multiplicity of machines

— Access to resources of various machines is done @ng Fadt o oy Wb Clusiis

explicitly by:

— R@\mo‘t@ sz ing £+ Distributed file system (DES) — a distributed
J

implementation of the classical time-sharing model

0
- Hewote Deslliop . . .
of a file system, where multiple users share files

e
~Trans Sersing ata gwom Lowote 1o Local wadhines and storage resources
u

Distributed-Operating Systems — Naming— mapping between logical and physical objects
— Users not aware of multiplicity of machines — Multilevel mapping— abstraction of a file that hides the

« Access to remote resources similar to access to details of how and where on the disk the file is actually
local resources stored

— Data Migration — transfer data by transferring — Atransparent DFS hides the location where in the
entire file, or transferring only those portions of the network the file is stored

file necessary for the immediate task
— Computation Migration — transfer the

computation, rather than the data, across the syste Naming Structures

— Location transparency
Distributed-Operating Systems — Location independence
—4 Process Migration - execute an entire process,

or parts of it, at different sites ) .
~ Cache-consistency problem— keeping the cached

o .
= Load balancing : = : §
copies consistent with the master file

» Computation speedup
* Hardware preference

« Software preference 4 Client-iniviotd appreacy

¥ Sevver - niviakel 6fpvoach
» Data access

= Local-Area Network (LAN) — designed to
cover small geographical area
» Multiple topologies like star or ring

Wide-Area Network (WAN) — links geographically separated

sites
Point-to-point connections over long-haul lines
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