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B The concept of a logical address space that is bound to a separate
ohysical address space is central to proper memory management

Addressseen | | |
by memory unit

Logical R Physical
Address Ty s e Address

phy I eswhl h p gamruns

4 !3\&
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+~’  Memory-Management Unit (mmu)

B Hardware device that maps virtual to physical address

® In MMU scheme, the value in the relocation register is
added to every address generated by a user process at
the time it is sent to memory

B The user program deals with /ogical/ addresses; it never
sees the real/physical addresses

SN
.
A “‘i“" 2
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Operations Performed
on Directory

Create a file Delete a file

directory

Traverse the file
system
(tree search)

Rename a file
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Direct Memory Access

~——

2lzn sls \Lu@o//\m

CPL I\ ez o LLo\ dsddas e
Used to avoid programmed I/O (one byte at a time) for large data movement

Requires DMA controller

m Bypasses CPU to transfer data directly between 1/0 device and memory

m  OS writes DMA command block into memory
e Source and destination addresses
e Read or write mode
e Count of bytes
e Writes location of command block to DMA controller
=/ @ Bus mastering of DMA controller — grabs bus from CPU X
e When done, interrupts to signal completion

e A}
e .
S e
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m |/O system calls encapsulate device behaviors in generic classes
m  Device-driver layer hides differences among I/O controllers from kernel

Devices vary In many dimensions

e Character-stream or block

e Sequential or random-access

e Synchronous or asynchronous (or both)
e Sharable or dedicated

e Speed of operation

e read-write, read only, or write only
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work faster and better:

<==) Reduce data copying \

Gow to make a computer W

Use large transfer
Smart controllers,

polling

Use
smarter
hardware

Ba:?‘relcr::oCPU ' Move user tasks
,'bus & l;(y) m # to kernel threads
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Xl Systems generally first distinguish among users, to determine who can do what

e User identities (user IDs, security IDs) include name and associated number, one per
user

e User ID then associated with all files, processes of that user to determine access
control

e Group identifier (group ID) allows set of users to be defined and controls managed,
then also associated with each process, file

e Privilege escalation (increase) allows user to change to effective ID with more rights
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* Programs, users and systems should be given just enough privileges to perform their tasks

¢ Limits damage if entity has a bug, gets abused

. (CanbEstElclarNGeIoTSySemaurngteionprocess)
_ ol a5\ St (2 P LS o

- Or dynamic (changed by process as needed) — domain switching, privilege escalation

o (Need to'know" a similar concept regarding access todatad .. . - oo

. ®  Must consider “grain” aspect
dolo sl O
- S o

‘ » For example, traditional Unix processes either have abilities of the associated user, or of root
¥ ® Fine-grained management more complex, more overhead, but more protective
» File ACL lists, RBAC F

Guiding principle- |
principle of least |

xm  Domain can be user, process, procedure privilege

rLimitsrdamage if |
entity has a bug,
gets abused )

Static ,
(during life system, —
during life of proces- [

Dynamic
domain switching,
privilege escalation

Need to know |
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The Security Problem

m  System secure if resources used and accessed as intended under all circumstances

e Unachievable
® Intruders (crackers) attempt to breach security
m  Threat is potential security violation
m Attack is attempt to breach security
m  Attack can be accidental or malicious

m  Easier to protect against accidental than malicious misuse

L

4 B
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e Unauthorized reading of data

- T 250 bt bb] de-m Security Vlolatlon Categories
* QRSSO
(@ BFeECH G aVAIIBBIIY)
e Unauthorized destruction of data
(&"Theft of service” /- /|-
e Unauthorized use of resources Breach of

'm  Denial of service (DOS) ZIAEER Integrity
M&L L2 3 Unauthorized

Breach of
confidentility {L_

Breaéh o’f Denial of

availability  service (DOS)
Unauthorized Prevention

e Prevention of legitimate use modification of data Destruction of egitimate use
Theft of Ofda
service

Unauthorized use

y, ﬁ\&
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Security Violation Methods

(G\-S@/O // (m
m Masquerading (breach authentication)
e Pretending to be an authorized user to escalate privileges
m  Replay attack
As is or with message modification
" @MIETFIRGHNSIOAISERECK) - /- -l /11 s L5 Ly

e Intercept an already-established session to bypass authentication

Security Violation Methods

—_——

'Replay* attack

Masqueraeding : . Session hijacking
(breach authentication) As"::;)s;\géth Intercept an

Pretending to be modification already-established
an authorized user to session to bypass

escalate privileges Man-in-the- authentication \\
middle attack S e S|
Intruder sits in data flow, masqu- / ﬁ\g
erading as sender to receiver and = o
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> Security Measure Levels

Impossible to have absolute security, but make cost to perpetrator sufficiently high to deter most intruders
Security must occur at four levels to be effective:
e Physical
» Data centers, servers, connected terminals
e Human
» Avoid social engineering, phishing, dumpster diving

e Operating System

» Protection mechanisms, debugging
e Network
» Intercepted communications, interruption, DOS

ecurity is as weak as the weakest link in the chain
But can too much security be a problem?

7%
S e
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e Exploits a bug in a program (overflow either the stack or memory buffers)
e Failure to check bounds on inputs, arguments
e Write past arguments on the stack into the return address on stack
e When routine returns from call, returns to hacked address
» Pointed to code loaded onto stack that executes malicious code
e Unauthorized user or privilege escalation

v
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o Encryption

6\\1@0//{ m@o/ Y
><l Encryption algorithm consists of

e Set Kof keys

e Set M of Messages

& e Set Cof ciphertexts (encrypted messages)

v \20 e A function E: K— (M—C). That is, for each k € K, E(k) is a function for
. =e»  generating ciphertexts from messages
» Both E and E(k) for any k should be efficiently computable functions

e Afunction'D: K— (C— M). That is, for each k € K, D(k) is a function for
@eneratingmessages from ciphertexts) . . - .
» Both D and D(k) for any k should be efficiently computable functions

>( B An encryption algorithm must provide this essential property: Given a ciphertext ¢ e
C, a computer can compute m such that E(k)(m) = c only if it possesses D(k)

e Thus, a computer holding D(k) can decrypt ciphertexts to the plaintexts used to
produce them, but a computer not holding D(k) cannot decrypt ciphertexts

e Since ciphertexts are generally exposed (for example, sent on the network), it
IS important that it be infeasible to derive D(k) from the ciphertexts

I
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)&l Defense in depth is most common security theory — multiple layers of security

>[ m  Security policy describes what is being secured

Xl Vulnerability assessment compares real state of system / network compared to security policy

e False-positives and false-negatives a problem

m  Virus protection

m  Auditing, accounting, and logging of all or specific system or network activities

X

L B
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5 Overview

e But layer creates virtual system (virtual machine, or VM) on which
operation systems or applications can run

m Several components
e Host — underlying hardware system

e Virtual machine manager (VMM) or hypervisor — creates and
runs virtual machines by providing interface that is identical to the
host

» (Except in the case of paravirtualization)
e Guest — process provided with virtual copy of the host
» Usually an operating system

®m Single physical machine can run multiple operating systems
concurrently, each in its own virtual machine

“d
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» Including VMware ESX, Joyent SmartOS, and Citrix XenServer

» Including Microsoft Windows Server with HyperV and RedHat Linux
with KVM

udaeing VIiVIwe
Oracle VirtualBox
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3%/ OS Component — CPU Scheduling

m Even single-CPU systems act like multiprocessor ones when
virtualized

e One or more virtual CPUs per guest

m Generally VMM has one or more physical CPUs and number of
threads to run on them

e Guests configured with certain number of VCPUs
» Can be adjusted throughout life of VM

e When enough CPUs for all guests -> VMM can allocate dedicated

CPUs, each guest much like native operating system managing its
CPUs

e Usually not enough CPUs -> CPU overcommitment

» VMM can use standard scheduling algorithms to put threads on
CPUs

» Some add fairness aspect

v:(,)

—\ I
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A DFS manages set of dispersed storage devices

Overall storage space managed by a DFS is composed of
different, remotely located, smaller storage spaces

m There is usually a correspondence between constituent
storage spaces and sets of files

m Challenges include:
e Naming and Transparency
e Remote File Access

Operating System Concepts — 9t Edition 17.24 Silberschatz, Galvin and Gagne ©2013




=

ar«;,,;i Example: TCP/IP

®m The transmission of a network packet between hosts on an

® Every host has a unique IP address and a corresponding

Ethernet Media Access Control (MAC) address
® Communication requires both addresses

m  Domain Name Service (DNS) can be used to acquire IP addresses

m Address Resolution Protocol (ARP) is used to map MAC
addresses to IP addresses

e Broadcast to all other systems on the Ethernet network
B If the hosts are on the same network, ARP can be used

e |[f the hosts are on different networks, the sending host will
send the packet to a router which routes the packet to the
destination network
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ystem Call Parameter Passing

m Often, more information is required than simply identity of desired
system call

e Exact type and amount of information vary according to OS and
call

® Three general methods used to pass parameters to the OS
D TE——
e Simplest: pass the parameters in registers
» In'some cases, may be more parameters than registers

e Parameters stored in a block, or table, in memory, and address of
block passed as a parameter in a register

» This approach taken by Linux and Solaris

LIFOU o Parameters placed, or pushed, onto the stack by the program and
popped off the stack by the operating system

o Block and stack methods do not limit the number or length of
parameters being passed

Operating System Concepts — 8t Edition 2.19
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o Distributed Computing

m Collection of separate, possibly heterogeneous, systems networked
together

e Network is a communications path 1
I— Local Area Network (LAN). Room, floor, buildingJ
- Wide Area Network (WAN). Buildings, cities, countries
L_&—“’«:w{? -~ 'Metropolitan Area Network (MAN). Link building within a city
LAN < MAN < WAN

® Network Operating System provides features between systems across
network

e Communication scheme allows systems to exchange messages
e lllusion of a single system (Failure)

S
v
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55 Process Control Block (PEB)

also called task control block)
(Process state — running, waiting, etc
Programicounter — location of instruction to next execute

_ contents of all process-centric registers
(CPU schedulinginformations priorities, scheduling queue

pointers

MVHiGrAmaRAgemEntinformation- memory allocated to

the process

— CPU used, clock time elapsed
since start, time limits

— 1/0O devices allocated to process, list

of open files

Operating System Concepts — 9" Edition 3.8

process state

process number

program counter

registers

memory limits

list of open files
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Queston Z, 1X0=0 IVIATKS
Mark the below Statements True or False:

One of the goals of scheduling techniques is to maximize turnaround limc.? = [ xg ]
-. CPU utilization means keeping the CPU as busy as possible. [ T 1
%, PASE

i

Ve

Operating System Concepts — 9t Edition 6.9 Silberschatz, Galvin and Gagne ©2013




‘"‘?ﬁ Semaphore Usage

en a mutex loc

m  Can implement a counting semaphore S as a binary semaphore
m  Can solve various synchronization problems
m  Consider P, and P,that require S,to happen before S,
Pl:
S,;
signal (synch) ;
P2:
wait (synch);

S,;

A \
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